
 

 

DIGITAL TRANSFORMATION 

Digital Trust & Cybersecurity 
 
 
Concept Note 
 
 
Smart cities operate on a foundation of technology. Yet as more devices are connected, 
networks have much greater attack surfaces than ever before. As a result, critical data, 
stored in private and public clouds, on removable media, and on mobile devices, is put 
at significant risk. 
 
Experts have been consistently warning city governments about the need to collaborate 
with vendors, and device manufacturers to develop more stringent regulations around 
IoT security and, in general, the underlying digital urban infrastructure.  
 
In 2014, researchers from the University of Michigan hacked the traffic lights of almost 
100 of the city’s intersections to prove security flaws due to systemic failures by the 
designers. In addition, during 2017, a hacker set off more than 150 warning sirens in 
Dallas over a weekend, causing a surge of emergency calls and distress. 
 
The roots of these vulnerabilities are no secret and have to do with the security issues 
surrounding IoT devices, like lack of encryption and patching over the wire. However, 
they persist. Partly because there isn’t a unified set of technical standards for security, 
nor systems for verification. With blockchain being the topic du jour  in the tech industry, 
many developers are looking for ways to incorporate these encryption techniques to 
increase security in new applications. 
 
In this scenario, overcoming security challenges is key in smart cities success. It is clear 
that efforts are being made: Global cybersecurity spending is expected to increase 
steadily to exceed $1 trillion from 2017 to 2021, but so are the volume of threats in 
stealing sensitive data.  
 
City governments need to protect their digital infrastructure by promoting cyber 
resilient systems that are ‘secure by design’ and performing testing before and after 
installation to address any flaws. They also need to help their citizens deal with 
cybersecurity.  
 
In the end, all the stakeholders need to work together to build a trustworthy digital 
urban environment. This is a challenge we all share.  
 
 
Expected Outcomes 
Participants will:  

https://readwrite.com/2018/11/12/how-to-improve-cybersecurity-in-a-smart-city/
http://www.eecs.umich.edu/eecs/about/articles/2014/Green-Lights-Forever.html
https://www.bbc.co.uk/news/technology-39552471
https://cybersecurityventures.com/cybersecurity-market-report/
https://theconversation.com/its-time-for-governments-to-help-their-citizens-deal-with-cybersecurity-100771
https://theconversation.com/its-time-for-governments-to-help-their-citizens-deal-with-cybersecurity-100771


 

 

• Identify cybersecurity challenges and opportunities.  

• Gain insights on how to better manage sensitive data to ensure its privacy and 
safety. 

• Learn about how governments can effectively combat cyberthreats.  
• Know more about Data Ethics.  
• Get insights on the limits of cybersecurity.  

 

Guiding Questions 
• Where to start to combat cyberthreats? 
• How can we ensure that digital urban services are cyber resilient?  
• How can governments adapt to evolving cybersecurity? 

• How important is the coordination between all the stakeholders in the success of a 
protected data-driven city?  

• Do we have to reinterpret the concept of privacy in the digital age? 
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