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IoT: Connectivity for Data-Driven Cities 

 
 
Concept Note 
 
Cities around the world are turning to the Internet of Things (IoT) not only to enhance 
basic services, such as water and energy supply, but to improve traffic congestion, air 
pollution and public safety, while reducing costs.  
 
As a result, a broad panoply of sensors and platforms to manage the data they produce 
are becoming part of the city infrastructure. And this entails a number of practical 
constraints and challenges. Municipalities need to work closely to network operators to 
ensure a strong connection between the thousands of devices across a city as data 
sharing represents both a requirement and an opportunity for Smart City deployments. 
In this sense, a network failure should only result in a few optional services being 
unavailable and not lead to a total meltdown of the urban infrastructure. 
 
Moreover, cities have to keep security in mind and protect themselves against 
cyberattacks as most wireless sensors used in the public domain do not have built-in 
security architecture, thus they are not secure by design. 
 
These factors undoubtedly influence the platforms cities choose to integrate and 
analyze the vast amount of data being generated by connected devices. There is 
probably no perfect platform for that, but it should ensure interoperability and 
compatibility with edge computing software, privacy, secure data sharing, agile app 
development and testing, while being able to upgrade when necessary.  
 
Last but not least, this unified platform should be sustainable as cities are cost-conscious 
and work with tight budgets. How to proceed to get the most of IoT networks is yet to 
be fully defined. 
 
 
Expected outcomes 
 
Participants will:  

• Get insights on IoT development around the world.  
• Identify the strategies of IoT implementation for developing countries.    
• Gain improved knowledge on how local governments can closely collaborate with 

civil society groups and the private sector to implement IoT. 
• Learn how to tackle IoT security challenges.  
• Get insights on innovative implementations of IoT to engage with all communities.  

https://www.forbes.com/sites/traceywelsonrossman/2019/03/08/the-internet-of-things-is-creating-the-smart-cities-of-tomorrow/#e3e3dab2ad7a
https://www.wired.co.uk/article/cyber-attacks-smart-cities
https://www.i-scoop.eu/smart-city-iot-platforms/


 

 

 

Guiding questions 
• Is IoT the main element of success of a smart city strategy?  
• How can IoT make our cities more liveable?  
• How can citizens learn more about the benefits of IoT? 

• What type of initiatives can help people understand how to effectively tackle IoT 
security challenges? 
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